PumpSwap Privacy Policy: User Data
Protection & Security

1. Introduction

PumpSwap is a decentralized exchange (DEX) platform designed to provide users with secure, fast,
and transparent trading of tokens graduated from the Pump.fun ecosystem. Protecting your privacy and
personal data is a core principle of our platform. This Privacy Policy explains what data we collect,
how we use it, and your rights as a user.

2. Data We Collect

PumpSwap collects minimal personal information necessary to operate and secure the platform:
* Wallet Addresses: Stored in encrypted form to enable transaction processing and access.

* Transaction Data: Public blockchain transaction records for trading, liquidity provision, and
token launches.

* Platform Analytics: Anonymous usage data to improve performance and user experience.

* KYC Information: Identity verification for regulatory compliance, required only for certain
features.

3. How We Use Your Data

Your information is used to:
* Ensure the security of transactions and platform operations.
* Verify eligibility for certain features and token listings.
* Analyze and improve platform performance and usability.
* Comply with legal and regulatory requirements.

We never store private keys or sensitive wallet credentials on our servers.

4. Security Measures

PumpSwap implements enterprise-grade security protocols, including:

* End-to-end encryption for all stored data.



* Secure Socket Layer (SSL) encryption for web traffic.
* Regular security audits and vulnerability assessments.

Only authorized personnel have access to encrypted data.

5. Blockchain Transparency & Privacy

PumpSwap operates on the Solana blockchain. While all transactions, token launches, and liquidity
provisions are publicly recorded, user identities remain pseudonymous. Blockchain transparency
ensures accountability while protecting personal privacy.

6. Sharing and Disclosure

PumpSwap does not sell, rent, or trade personal information. We may share aggregate, anonymized
data with partners or affiliates to improve platform services or for analytical purposes, without linking
to individual users.

7. Cookies and Tracking

We use essential cookies for login sessions, user preferences, and platform functionality. PumpSwap
does not use tracking cookies for advertising purposes and does not share cookie data with third-party
marketing services.

8. User Rights

You have the following rights:
* Access your personal data stored by PumpSwap.
* Request correction of any inaccurate data.
* Request deletion of your personal data, subject to regulatory obligations.
* Opt out of non-essential data collection.

* Export your data in a portable format.




9. International Data Transfers

PumpSwap operates globally. Your information may be processed and stored in different jurisdictions.
We maintain adequate safeguards to comply with international data protection regulations, including
GDPR and CCPA.

10. Policy Updates

PumpSwap may update this Privacy Policy periodically to reflect changes in our practices, legal
requirements, or technology. Users will be notified of significant updates via the platform. Continued
use of the platform constitutes acceptance of the updated policy.

11. Contact Information

For questions regarding privacy or to exercise your data rights, contact our Data Protection Officer:
Email: privacy@pump-swap.cc

We respond to all legitimate requests within 30 days and strive to resolve any privacy concerns
promptly.

12. Regulatory Compliance

PumpSwap complies with international data protection laws including GDPR and CCPA. Our
decentralized architecture ensures high standards of privacy while maintaining full platform
functionality.
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